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Abstract

We propose a graphical authentication method based on one-time shape-pattern generation
aiming at mitigating the shoulder surfing problem. In the proposed method, one-time correct
and dummy graphics are generated based on predefined generation rules. The user of the
proposed method is authenticated by choosing the correct graphic from the presented group of
graphics. Since different graphics are displayed each time, it can be difficult for another person
to acquire necessary information for authentication even if conducting shoulder surfing. We
present the proposed method using shape-pattern generation with in-depth consideration and
evaluation. The result of the evaluation experiment, where one participant did authentication,
while the other participant did shoulder surfing, showed that the proposed method achieved
high genuine user pass rates and high non-genuine user rejection rates.

1 Introduction

In password/passcode-based authentication or draw-a-secret authentication used in the usual con-
text, a non-genuine user can infer password/passcode or secret pattern, which is key information
for authentication, by shoulder surfing of the authentication scene. In particular, in the use of
touch input devices like smartphones, observers can easily know the input from touch location [1].

This paper aims to mitigate this problem and proposes a shoulder-surfing resistant authenti-
cation method based on one-time shape-pattern generation. The proposed method generates a
one-time correct graphic and dummy graphics on each time of authentication and presents a set
of the graphics on the screen based on a generation rule decided in advance. A user will be au-
thenticated if the user selects the correct graphic predefined times (Figure 1). The genuine user of
the system, which knows the generation rule, can select the correct graphic. On the other hand,
the individual graphics changes each time, so it is expected to be difficult for non-genuine users to
find the correct graphic even if they perform shoulder surfing.

Figure 1: Proposed graphical authentication. The user is authenticated if the user selects the
correct graphics predefined times.

We propose a method that employs one-time shape-pattern generation rule for defense to
shoulder surfing. This paper describes the proposed method and its evaluation experiment, after
summarizing related work of image-based authentication. Our contribution is proposing a novel
approach of generating one-time images for shoulder surfing defense of image-based authentication.
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We hypothesize that the proposed method is easy enough to use for genuine users and has resistant
ability for non-genuine users and conduct evaluation experiments. In addition, we discuss usability
of the proposed method in terms of answer time by comparing with prior shoulder surfing resistant
methods.

2 Related Work

Human image recognition ability is considered to be higher than character recall ability like ordi-
nary password authentication [2], and image-based authentication methods are considered to have
a lower memory load than ordinary password authentication methods. Image-based authentica-
tion can be classified into three types: “cognometric” for selecting the image itself, “locimetric”
for selecting a specific location in the image, and “drawmetric” for performing a drawing operation
of a registered figure.

Déjà Vu [2] and PassFaces [3] were proposed as a cognometric image-based authentication.
In Déjà Vu, five correct images are determined in advance from computer-generated random art
figures, and authentication is performed by selecting five correct images from 25 presented images.
In PassFace, five correct images are randomly given from a face image database, and authentication
is performed by selecting one correct image from nine presented images five times. However, the
effect of memory load reduction for these methods may be limited because they use irrelevant
images to the user. Awase-E is another cognometric authentication that allows users to register
correct and dummy images [4]. The user of this system can use recognizable images based on
individual episodic memory. These above methods, however, suffer by shoulder surfing, because
the exact correct image is presented on the authentication screen. Others can easily obtain the
key information for authentication by shoulder surfing. We deal with a technique to prevent the
theft by shoulder surfing in cognometric image-based authentication.

As shoulder surfing resident methods, combination of cognometrics and locimetrics were pro-
posed [5, 6, 7]. These methods use cognometrics to search for multiple images displayed on the
screen, and locimetrics to click coordinates in a convex hull formed by connecting the searched
images. It is hard to guess the searched images from the coordinates where the user clicks, and this
is basically a mechanism of shoulder surfing defense. Wiedfenbeck et al. reported that the average
time required for one authentication trial was 71.66 seconds [5]. The remaining two papers did not
state the time required for authentication but seem to be nearly the same. This study differs from
these studies in that our method uses cognometrics only to reduce user load and answer time. We
discuss answer time based on the results of the experiment.

In addition, locimetric image-based authentication by eye gaze measurement [8] and drawmetric
image-based authentication by adding dummy strokes or erasing drawn strokes [9] has also been
proposed. As locimetric and drawmetric method, the principle of image-based authentication is
different from this study. In addition, our proposed method differs from the former proposal
that requires additional hardware and the latter proposal that does not focus on shoulder surfing
defense.

Tessellation is used for some image-based authentication methods to mitigate the shoulder
surfing problem. The system presents a tessellated image automatically generated from the correct
image [10]. For non-genuine users that do not know the original correct image, it is difficult
to identify the original correct image from the presented tessellated images. In addition, this
tessellation technique is also applied to locimetric image-based authentication, in which the user
specifies the certain location in the tessellated image [11]. This study differs from the former
proposal in that our method presents different images each time, while the system in [10] presents
the same tessellated image for the correct answer. In addition, this study differs from the latter
proposal in that our method uses cognometrics that means a recognition-based method, and it is
expected that the response generation at the time of authentication is easier than the locimetric
method.

3 Proposed Graphical Authentication

3.1 Basic Graphic Generation Algorithm

The proposed method uses a basic graphic generation algorithm described in this section. Both
correct and dummy graphics are generated by the basic generation algorithm. Figure 2 shows
examples of graphics generated by the basic graphic generation algorithm. We arrange a graphic
generation method proposed by Miyashita et al. [12] to build the algorithm.



Figure 2: Graphics generated by the basic algorithm.

The following is the procedure of the basic graphic generation algorithm. Each operation has
parameters that are randomly determined, which results in different shape patterns each time.

1. Prepare a regular polygon with a random number of vertices.

2. Create a new vertex at the middle point of each edge of the polygon, and move the new
vertex by a random positive or negative distance toward the direction from the center of the
polygon to the new vertex (Figure 3; The moving distance of each vertex is the same).

3. Repeat step 2 a random number of times.

4. Fill the polygon with a random color.

5. Rotate the polygon by a random angle on its center.

6. The random number of polygons generated by step 1 to 5 are superposed with constant
transparency.

Figure 3: Edge middle point deformation.

Step 1 start with a regular polygon as an initial shape, and we decide that the radius of the
regular polygon or the distance from the center to each vertex depends only on the number of
superpose described in step 6. The number of vertices is a random parameter. In the current



implementation, the number of vertices is an integer from 2 to 5. Although a digon, which means
the polygon has two vertices, is not generally defined, we define a digon has two edges between two
vertices (referred as A and B): from A to B and from B to A. This definition works in the subsequent
operations as if the edges are initially at the same position but move to different directions. The
radius or the distance from the center to each vertex was set to 150 pixels for the first superpose,
125 pixels for the second superpose, and 100 pixels for the third superpose.

Step 2 is the most important operation in our graphic generation. The distance of new vertex
movement is a random parameter, which can be either positive or negative. If the parameter is
positive, new vertices move farther from the center; if it is negative new vertices move nearer to
the center. Intuitively, if the parameter is positive, the polygon shape expands; if it is negative,
the shape shrinks (Figure 3). In case the initial polygon is a digon, a rhombus is generated by the
first operation because the midpoints of the two same positions move in opposite directions by the
definition in step 1. (Figure 3 bottom). In the current implementation, the distance of movement
is a random real number from minus radius of the initial polygon to plus radius, but we set an
additional constraint of new vertices not moving to farther position than the initial vertices. This
operation is repeated as step 3. Each time the operation is performed, the number of vertices
doubles, and the polygon becomes more complicated. In the current implementation, the number
of repetitions is an integer from 2 to 4.

Step 4 colorizes the polygon with a single color of three random parameters of 256-scale RGB
color space. In the current implementation, each component of RGB is an integer from 128 to 255.

Step 5 changes the angle of deviation of the polygon. Since a regular polygon generated in
step 1 always has a vertex at the position of angle 0, which is directly to the right based on the
definition of screen coordinate axes, the polygons generated by step 1 to 4 look oriented in the
same direction. Therefore, this rotating operation aims to make different orientation, and the angle
of rotation is a random parameter. In the current implementation, the angle of rotation is a real
number between 0 and 2�, that is, the orientation of the polygon appears without any constraints.

Step 6 compose a final graphic by superposing one or more colored polygons generated by step
1 to 5 with the fixed transparency, which results in various patterns of graphics. The number
of superpose is a random parameter. In the current implementation, the transparency is 127 in
256-scale, and the number of superpose is an integer from 1 to 3.

3.2 Authentication Graphic Generation Rules

Based on the basic graphic generation algorithm, we define an authentication graphic generation
rule that generates a combination of a correct graphic and dummy graphics. The correct graphic
is the graphic that the user should select for authentication, and the dummy graphics are the
graphics that the user should not select. There are two features that an authentication graphic
generation rule should have: those who know the rule can distinguish the correct graphic from the
dummy graphics, and those who do not know the rule cannot guess the rule from a set of generated
graphics. The latter feature is necessary to prevent that a non-genuine user is authenticated, even
after performing shoulder surfing.

We define authentication graphic generation rules by constraining random parameters of the
basic graphic generation algorithm described in section 3.1. For instance, the number of vertices
of the initial polygon, which is random in the basic algorithm, is fixed to 3 for correct graphics.
On the other hand, for dummy graphics, the number of vertices of the initial polygon is a random
number other than 3. According to this method, in principle, we can define authentication graphic
generation rules for each random parameter of the basic algorithm. There are six random param-
eters in the basic algorithm: the number of vertices of the initial polygon, the moving distance
when adding vertices, the number of repetitions of adding vertices, the color of the polygon, the
rotation angle, and the number of superposing. For each of the six random parameters, we examine
if constraining the parameter can lead two desirable features of genuine users distinguishing the
correct graphic and non-genuine users not guessing the rule.

3.2.1 Examination of Random Parameters

The number of vertices of the initial polygon greatly affects the shape of a generated graphic.
Intuitively, most generated graphics have shapes that can be associated with initial polygons. For
instance, if the number of vertices of the initial polygon is 3, most generated graphics have shapes
that can be associated with triangles or trigons. With the basic graphic generation algorithm,
the generated graphic is point symmetric to the center, and rotational movement of certain angle
determined by the initial polygon will produce the same polygon. Therefore, we consider that the



user can identify the initial polygon and conclude that the number of vertices of the initial polygon
is a suitable parameter for defining an authentication graphic generation rule.

The moving distance when adding vertices greatly affects the shape of a generated graphic. For
example, if moving distance of the first deformation is a large positive value, the generated graphic
has an inflated shape, and if moving distance of the first deformation is a small negative value,
the generated graphic has a shrunk shape. We can define a generation rule as the correct graphic
should take a certain fixed range of moving distance, and the dummy graphics should take other
moving distances. However, when the constraint of the correct graphic is a large positive value for
instance, only one graphic has an inflated shape while the others have a shrunk shape, which is a
big difference even for those who did not know the rule. The same is true for the constraint with
small negative value and constraint with values close to 0. We conclude that the moving distance
when adding vertices is not a suitable parameter for defining an authentication graphic generation
rule.

The number of repetitions of adding vertices does not significantly affect the shape of a gener-
ated graphic. This is because the more vertices are added, the more in detail changes appear, and
the current implementation guarantees at least two repetitions. Another reason is that the moving
distance when adding vertices is random, so the shape hardly changes when the distance is close
to 0. We conclude that the number of repetitions of adding vertices is not a suitable parameter
for defining an authentication graphic generation rule.

The color of the polygon directly affects the appearance of a generated graphic. The user seems
to quickly identify graphics with the specific color. Considering the possibility of quick input and
less information given to others, we conclude that the color of the polygon is a suitable parameter
for defining an authentication graphic generation rule.

The rotation angle itself does not greatly affect the appearance of a generated graphic. However,
the graphic looks a little prominent if it is facing the right direction. This means in two ways; the
orientations of multiple polygons are all the same, or the orientations of all polygons are straight
up or down. The former rule requires twice or more superposed graphic and depends also on the
number of superposing described later, so we exclude the former rule. The latter rule is valid for
both single and multiple polygon graphics and defined by the rotation angle only. We conclude
the latter rule of the rotation angle is a suitable parameter for defining an authentication graphic
generation rule.

The number of superposing sufficiently affects the appearance of a generated graphic. Since each
polygon to be superposed has different initial radius, shape, color, and rotation angle determined
by the basic graphic generation algorithm, the combination of different characteristic makes a
significant effect. Intuitively, the more polygons are superposed, the more complicated graphic is
generated. We concluded that the number of superposing is a suitable parameter for defining an
authentication graphic generation rule.

3.2.2 De�nition and Interpretation

As we consider that four of the random parameters of the basic graphic generation algorithm are
suitable parameters, we can define four categories of generation rules: the number of vertices of
the initial polygon, the color of the polygon, the rotation angle, and the number of superposing.
According to candidates of each parameter of the current implementation, we define a total of
12 authentication graphic generation rules. Figure 4 shows sets of graphics generated by the
authentication graphic generation rule, each set representing each of the four categories.

Category 1 Correct graphics: The number of vertices of the initial polygon is n. Dummy graph-
ics: The number of vertices of the initial polygon is other than n. There are four rules in this
category: n is one of f2, 3, 4, 5g.

Category 2 Correct graphics: c is the largest among the component in the RGB color space.
Dummy graphics: A component other than c is the largest among the component in the
RGB color space. There are three rules in this category: c is one of fR, G, Bg.

Category 3 Correct graphics: The rotation angle of each polygon is �. Dummy graphics: The
rotation angle of each polygon is other than �. There are two rules in this category: � is
either of f�=2, 3�=2g. (According to the definition of screen coordinate axes, � = �=2 is
right downward, and � = 3�=2 is right upward.)

Category 4 Correct graphics: The number of superposing is n. Dummy graphics: The number
of superposing is other than n. There are three rules in this category: n is one of f1, 2, 3g.




